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Terms

+* Hacker / Hacker Group
+ Way Station / Relay Site
* Spy Operator

+ Victim
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Hacking around the world

+ 2003/8 Taiwan NPA

+ 2004/7 Korea Govn't

+ 2005/6 UK NISCC

+ 2005/7 US-CERT (TAO5-189A)
+ 2005/9 Time Mag.(TITAN RAIN)
+ 2006-2007 USA, UK, AU,JP, SG
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2007 September
The month of China Cyber Army

+ German

+ United States

+ United Kingdom
+ French

+* Japan

+ ltaly

+ New Zealand

+ Australia

+ Singapore
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China under threat from hackers?

Beijing has hotly denied
recent reports in Western
media!

In fact, hackers' attacks on China's
computer systems have surged in recent
years?



Organized Proof

+ Who will start working everyday at 07:00 in
the summer?

+ Routing Working cycle everyday
+ Have huge resource (hr, net, material)

+ larget at government, military, Foreign

relation, Media people
F

+ Hungry For sensitive data
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Organized Proof

+ Funny! Encrypt Key arranged by area

+ Alike group using the same tool not
common seen in the public internet

+ Military Troop Development Team sign on
the tool (from the resource of PE file)

+ Some Hackers was military school student /
soldiers from Google Search

+ Language expert involved


































































